Chinh sach Quan tri Al — Layer 1 (Foundation)

GENERATED tur 10-rules — khong stra tay

Chinh sach toan cong ty — ap cho moi nhan vién, moi phong ban, moi ltc. Nguyén tac: mirc kiém
soat ting theo mure rdi ro. DuGi day la cac quy dinh t6i thiéu (1an ranh do) ap cho tang Foundation
(L1).

Danh tinh & cong cu duoc duyét

AUTH-001 — Chi dung c6ng cu Al duo’c cong ty duyét
tiers: L1, L2, L3, L4

Chi cdng cu Al ¢é ho’p ddng cong ty va input khdng bi dung dé train méi duoc dung cho viéc
cong ty. Tai khoan Al ca nhan bi cam tuyét d6i cho moi dir liéu cong ty ("Shadow Al", L1 §8).

Danh sach hién hanh (30-registry/ai-tools.yml):

e Google Workspace Gemini (company)
e Claude (Team / Enterprise)

AUTH-002 — Moi céng cu phai dang nhap bang tai khoan @vitalify.asia
tiers: L1, L2, L3, L4

Moi cong cu dung cung Al — cong cu Al (AUTH-001) va cbng cu lam viéc / connector — phai xac
thurc bang tai khoan evitalify.asia; cdm tai khoan ca nhan — vi IT khdng thu hdi dugc quyén khi
nhan vién nghi, khéng enforce dugc quyén sé hiru dir liéu, va khéng co6 audit log dé diéu tra sy co.

Danh sach hién hanh (30-registry/connectors—mcp.yml):

e Figma
¢ Google Docs/Sheets/Slides/Drive
e Draw.io

AUTH-003 — Xac nhan cong cu company-managed va dir liéu dwo'c phép trué’c khi nhap
tiers: L1, L2, L3, L4

Trwée khi nhap bat ky thong tin khdng cong khai nao, phai xac nhan ca hai: cong cu do cong ty
quan ly (c6 hgp dong, input loai khéi training) va dir liéu duwgc phép theo chinh sach. Thiéu mot
trong hai — dirng va hoi PMO. Tra tién khéng dong nghia an toan.

AUTH-004 — Thém cong cu Al mé&i phai qua quy trinh duyét
tiers: L1, L2, L3, L4

Khéng tu v ding c6ng cu Al mai. Ludng duyét: nhan vién d& xuét = quan ly truc tiép — CoE tong
hop — Dev Director quyét = CoE thong bao lai. Trwéc khi dwgc duyét, coi nhu chwa duorc
phép.



Dir liéu duwoc / khong duoc dura vao Al

DATA-001 — Cam tuyét doi dwa dir liéu khach hang / secret production vao Al
tiers: L1, L2, L3, L4

Khéng bao gior nhap: credential production/test (ID, mat khau, API key), dir liéu ca nhan ngudi ding
cudi / dir liéu thd cuia khach (log test, lich str giao dich), va thong tin t6i mat ndi bo (tai chinh chua
cong bd, M&A). Day 1a 1an ranh dé sé 1 cua cong ty. O’ L2 dugc chan mdt phan qua deny clia
settings.json (Read/Write cac mau file secret).

DATA-002 — Phan loai dir liéu 3 mirc
tiers: L1, L2, L3, L4
Murc C6 duo’c nhap?

Toi mat (credential, Pl nguoi dung X Khong — ké ca trén cong cu cong ty (xem DATA-001)

cudi, M&A)
Dir liéu ndi bd (bién ban, dé xuéat, . C6 — chi cdng cu cdng ty. Danh tir riéng nhu tén KH duwgc nhap néu la
spec) théng tin thudng chia sé ndi bd; gap ngoai lé du &n — héi quan ly

Théng tin chung (public, tra clru,

X s L . . C6 — khong han ché
soat 16i van ban khéng mat)

DATA-003 — An danh hoa theo mirc nhay cam (khdng an danh toan bg)
tiers: L1, L2, L3, L4

COE chét (#2): theo L1, néi luat 4n danh hoéa cua L2. Khéng béat budc &n danh moi tén KH. Cu
thé:

e Tén KH/danh tir riéng dwo’c nhap nhw thwc néu la thong tin thudng chia sé ndi bd (vd qua
email/chat).

e RFP /spec /dé xuat dworc upload sau khi da g& secret, PIl, IP ndi b (xem DATA-004) — khong
can thay bang placeholder.

 Chi bat budc an danh sé liéu thuong mai nhay cam (gia, rate, budget, margin) va dir liéu thudc
DATA-001/DATA-002 mlrc t6i mat.

DATA-004 — Quy trinh upload tai liéu (RFP / spec / design)
tiers: L1, L2, L3, L4

Truére khi upload tai liéu vao Al: (1) xac nhan hgp dong cho phép dung Al cho tai liéu d6 — khong
ch&c thi hoi khach hodc khéng dung; (2) g& mat khdu, API key, IP address ndi bo, dir liéu ca nhan;
(3) chi dung cong cu da duyét. Trudng hop nhay cam review véi PMO.

DATA-007 — Code c6 Al hé tro’ phai sach vé IP
tiers: L1, L2, L3, L4



Code do Al sinh va di vao san pham ban giao phai dugc review va quét license/originality (tranh
tai tao code GPL/AGPL lam "nhiém" ban quyén), dat cling chuan chéat lwrgng & bao mat nhu code
ngu&i viét. Diéu khoan s hiru IP cua khach ap cho code Al y nhu moi code khac.

DATA-008 — Khong dung generative Al cho brand asset thuwo'ng mai
tiers: L1, L2, L3, L4

Khong dung Al sinh thiét ké thuong hiéu cudi cling giao khach hoac lam nhan dién cong ty (logo,
mascot, trademark) — vi Al c6 thé sao chép tac phadm dugc bao hd ma khong phat hién duoc, va
khong thé verify da "sach". Al dugrc ding cho cam hirng/moodboard/nhap; ban cubi do ngudi thiét
ké lam. Khach yéu cau thi escalate PMO.

DATA-011 — Chi gri ni dung cong viéc cho cong cu Al da duyét
tiers: L1, L2, L3, L4

Khong guri source code, tai liéu, dir liéu hay log téi bat ky dich vu bén ngoai nao khac ngoai cong cu
Al da duyét ma ban dang dung — khdng pastebin, cdng cu format/convert online, API Al/LLM khac,
cong cu test webhook hay link chia sé file cong khai. Khi nhiéu cong cu Al cung xtr ly mét néi dung,
tlrng cong cu déu phai dwoc duyét (AUTH-001). Agent chi fetch tir domain da duyét (RULES-006).

Cau hinh cong cu Al an toan

RULES-007 — Al khéng duworc tw thao tac trén hé théng production, cong ty hay khach hang
tiers: L1, L2, L3, L4

Al khéng duorc ty hanh dong trén hé thong cua cong ty, cua khach hang hay moi trudng
Production: khéng guri email, goi APl hay van hanh hé théng cloud khi chua c6 ngudi duyét. Al
khéng bao gid duorc trure tiép truy cap, van hanh, stra déi, deploy 1én hay chay Iénh nhdm vao
Production — gém script deploy va pipeline CI/CD, file cdu hinh va bién mai truwdng,
credential/secret/token/API key, ha tang, database, tai nguyén cloud va hé théng van hanh. Ké ca
khi script, credential hay cdu hinh Production c6 san trong source code/repo, Al chi dugc doc va dé
xuat thay déi, khong duoc chay, ap dung, thir hay ding chiang véi Production. Cu thé, Al khong
duoc: chay script deploy hodc migration Production; chay 1&nh bang credential Production; stra ha
tang, database, cdu hinh hay secret Production; tat hodc vuot qua control bao méat Production; kich
hoat job CI/CD nhdm vao Production. Moi thao tac Production phai dugc ngudi cd thdm quyén
review, duyét va tu tay thu'c hién.

U'ng phé su cé

RES-001 — Bao suw c6 bao mat ngay lap tirc
tiers: L1, L2, L3, L4



Khi phat hién sy co (16 dir liéu, secret/credential bi day Ién GitHub, dir liéu khach bi 16, truy cap
dang ngo'...): bao ngay cho quan ly truc tiép va CoE clung llc, tai kénh [SECURITY] Incident
Report, ngay khi thdy — khong ch& xac minh du, khéng tu stra trurére. M6 ta ngan: chuyén gi, & dau
(repo/tool/hé théng), thay khi nao.

RES-002 — Khi sy cd: dirng tac vu, thu héi quyén, truy vét pham vi
tiers: L1, L2, L3, L4

Ngoai viéc bao céo, quy trinh (rng pho phai gobm: dirng tac vu/agent dang chay, thu héi access cua
agent/credential lién quan, va truy vét pham vi anh hudng vé t&i ngudi/lénh da kich hoat. L1 §11
hién m&i co "report cho manager + CoE" — thiéu budc stop/revoke/trace ma Kato yéu cau bo
sung.



